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Abstract

features for spoofing detection [6, 7, 11]. This technique consists of employing deep neural networks in the front-end of the
anti-spoofing system which are fed by speech features, so that
the deep features extracted by the neural network are passed to a
classifier in order to make the final detection decision (genuine
or spoof). The core idea is to take advantage of the nonlinear modeling and discriminative capabilites of deep neural networks which have shown to be suitable for feature engineering
[3], not only for spoofing detection, but also for speech recognition [4], speaker recognition [3], and speech synthesis [5].
In this work, we compare the performance of different features and back-ends in an anti-spoofing system which extracts
deep features [6] in order to detect VC and TTS attacks. This
anti-spoofing system employs a convolutional neural network
(CNN) plus a recurrent neural network (RNN) and gets a single spoofing identity representation per utterance. Although a
similar comparison has already been studied in [7], our study
presents three important differences: (1) our anti-spoofing system employs a CNN to extract convolutional features at the
speech frame level, (2) we compare the performance of classical
features, such as FBANKs and MFCCs, with the performance
of the recent popular CQCC features [8], and (3) we combinate
different features and classifiers in order to find the combination
which offers the best performance.
This paper is organized as follows. Section 2 describes the
features and back-ends we are going to compare in a CNN +
RNN anti-spoofing system. Then, in Section 3, we outline the
speech corpora, the network training, and the performance evaluation details. Section 4 discusses the results of the different
features and back-ends in the deep neural network based antispoofing system. Finally, we present the conclusions derived
from this research in Section 5.

As Automatic Speaker Verification (ASV) becomes more
popular, so do the ways impostors can use to gain illegal access to speech-based biometric systems. For instance, impostors can use Text-to-Speech (TTS) and Voice Conversion (VC)
techniques to generate speech acoustics resembling the voice of
a genuine user and, hence, gain fraudulent access to the system. To prevent this, a number of anti-spoofing countermeasures have been developed for detecting these high technology attacks. However, the detection of previously unforeseen
spoofing attacks remains challenging. To address this issue,
in this work we perform an extensive empirical investigation
on the speech features and back-end classifiers providing the
best overall performance for an antispoofing system based on
a deep learning framework. In this architecture, a deep neural
network is used to extract a single identity spoofing vector per
utterance from the speech features. Then, the extracted vectors
are passed to a classifier in order to make the final detection
decision. Experimental evaluation is carried out on the standard ASVSpoof2015 data corpus. The results show that classical FBANK features and Linear Discriminant Analysis (LDA)
obtain the best performance for the proposed system.
Index Terms: Automatic speaker verification, spoofing detection, deep neural networks, deep features, classifier.

1. Introduction
Automatic Speaker Verification (ASV) aims to authenticate the
identity claimed by a given individual [1]. However, most ASV
systems are vulnerable to spoofing attacks, in which an impostor try to gain fraudulent access to the system by presenting to
the ASV system speech acoustics resembling the voice of a genuine user. Four types of spoofing attacks have been identified
[2]: (i) replay (i.e. using pre-recorded voice of the target user),
(ii) impersonation (i.e. mimicking the voice of the target voice),
and also either (iii) text-to-speech synthesis (TTS) or (iv) voice
conversion (VC) systems to generate artificial speech resembling the voice of a legitimate user. The aim of this work is to
develop robust anti-spoofing countermeasures for either VC or
TTS based attacks.
The performance of anti-spoofing systems can meaningfully vary depending on the voice features used to feed them.
Due to this, voice features have attracted the attention of a number of researchers [8, 9, 10]. However, anti-spoofing systems
based on neural networks usually use classical voice features,
such as FBANKs, and to the best of our knowledge, the new
popular CQCC features have not been employed yet to feed
these types of systems.
In the last years, the technique of deep features extraction
have been explored to obtain more discriminative and effective

2. System description
This section is devoted to the description of the anti-spoofing
system. First, Section 2.1 describes different voice features:
FBANK, MFCC and CQCC. The neural network architecture
for deep feature extraction is detailed in Section 2.2. Furthermore, Section 2.3 describes different classifiers (back-ends):
Linear Discriminant Analysis (LDA), Support Vector Machine
(SVM), and One-Class Support Vector Machine (One-Class
SVM).
2.1. Speech features
As demonstrated in [11], traditional log MEL filterbank features
(FBANK) are effective for detecting spoofing attacks with systems based on neural networks. These features are obtained by
passing the Short Time Fourier Transform (STFT) magnitude
spectrum through a Mel-filterbank and applying a log opera-
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tion. However, FBANK features are usually high-correlated.
One way to decorrelate these features is to apply the Discrete
Cosine Transform (DCT) to get the classical Mel Frequency
Cepstral Coefficient (MFCC) features.
In [8], CQCC features are proposed for spoofing detection,
which are obtained using the Constant Q Transform (CQT). The
Q factor is a measure of the selectivity of each filter and is defined as the ratio between the center frequency and the bandwidth of the filter. In contrast to the STFT, whose Q factor
increases when moving from low to high frequencies as the
bandwidth is the same for all filters, the bandwidth of the filters employed in the CQT is not constant, and this results in
getting a higher frequency resolution for low frequencies and a
higher temporal resolution for high frequencies. In this manner,
the CQCC features try to imitate the human perception system
which is known to approximate a constant Q factor between
500Hz and 20kHz [20].
In this work, we employ the classical FBANK and MFCC
features, as well as the popular CQCC features, to feed the antispoofing system.

Figure 1: Front-end architecture of the anti-spoofing system
which extracts a spoofing identity vector per utterance (N represents the number of context windows per utterance). This system is proposed in [6].

2.2. Front-end
The front-end architecture of the anti-spoofing system is shown
in Fig. 1. A context window of W frames (centered at the frame
being processed) is used to obtain the input signal spectral features which are fed into the system. Then, the CNN provides
a deep feature vector per window, and all deep features vectors
of the considered utterance are processed by the RNN which
computes an embedding vector for the whole utterance. We call
this the spoofing identity vector. Since the front-end is trained
to perform utterance-level classification of the attacks, this embedding vector should provide more discriminative information
for spoofing detection than the raw speech features.
In this architecture, the CNN plays the role of a frame-level
deep feature extractor providing one feature vector for each context window of W frames. In order to this, the CNN acts as a
classifier whose task consists of determining whether the input
feature are either genuine or belong to one of the K spoofing
attacks (S1, S2, ..., SK) present in the training set. This CNN
uses 2 convolutional and pooling layers as feature extractors,
followed by 2 fully connected layers with a softmax layer of
K + 1 neurons as classification layer. To prevent overfitting, we
used an annealed dropout training procedure [17]. In annealed
dropout, the dropout probability of the nodes in the network
is decreased as training progresses. In this work, the annealed
function reduces the dropout rate from an initial rate prob[0] to
zero over N steps with constant rate. The dropout probability
prob[t] at epoch t is given as:

t 
prob[t] = max 0, 1 −
prob[0].
N

2.3. Back-end
After deep feature extraction, every utterance is represented by
a single spoofing identity vector. A back-end classifier is then
applied on these vectors to do the final detection decision. In
this section three classifiers will be tested: LDA, SVM and oneclass SVM.
A. Linear Discriminant Analysis
LDA assumes that each class density can be modeled as a multivariate Gaussian

N (x|µk , Σk ) =

1
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where Σk and µk is the covariance and mean for class k, and
p is the dimension of the identity vectors. Moreover, the LDA
model assumes every class shares the same covariance, that is,
Σk = Σ, ∀k. The goal of LDA is to find a transformation
which maximizes the distance between classes while minimizing the spreading within each class. This can be formulated
as a diagonalization problem where matrix Σb Σ (Σb is the
between-class covariance) is diagonalized, so the transformation can be built from the resulting eigenvectors.
Our LDA classifier uses K +1 classes which represent genuine speech and the K known spoofing attacks considered in the
training set. In this way, the LDA assigns a genuine speech confidence score to each utterance, which is then used for binary
decision (spoof or genuine) during the evaluation.

(1)

As shown in Fig. 1, the deep features obtained from the
CNN are fed into an RNN, which computes the anti-spoofing
identity vector of the utterance. The main advantage of using
an RNN, based on gated recurrent units (GRU) [16], is its ability for learning the long-term dependencies of the subsequent
deep feature vectors. Finally, a fully connected layer containing K + 1 neurons (one per class: genuine, S1, S2, ..., SK) is
connected to the output of the last time step, followed by a softmax layer. The state of the last time step represents the single
identity spoofing vector of the whole utterance.

B. Support Vector Machine
A support vector machine (SVM) separates data points in a high
dimensional space defined by a kernel function. In this manner,
we first obtain a binary function that describes the probability
density function where the genuine data lives. This function returns +1 in the small region corresponding to the genuine speech
data and -1 elsewhere. Thus, the core idea of SVM is to estimate the hyperplane with the largest separation margin between
the two classes.
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Table 1: Structure of the ASVspoof2015 data corpus divided by
the training, development and evaluation sets [14].
Subset
Training
Development
Evaluation

# Speakers
Male Female
10
15
15
20
20
26

# Utterances
Genuine Spoofed
3750
12,625
3497
49,875
9404
184,000

In this work, this classifier is used to classify the spoofing
identity vectors obtained by the front-end system, where +1 indicates genuine speech and -1 indicates spoofed speech.
C. One-Class Support Vector Machine
Complex classifiers may overfit the training spoofed data. To
create a spoof-independent system, we also test a derivative
model that can only be trained on genuine speech data. This is
a type of one-class SVMs [12], usually employed to find abnormal data. This was first tried in spoofing detection with phasebased features in [13]. This kind of SVM is also applied here to
classify the spoofing identity vectors, and only genuine speech
data has been used to train the one-class SVM model.

Figure 2: Comparison of average EERs (%) between known
and unknown spoofing attacks on evaluation dataset for different features and back-ends, including FBANK, MFCC, CQCC,
LDA, SVM and SVM One-Class.

3. Experimental framework

data corpus, the softmax layer of both CNN and RNN contains
K + 1 = 6 neurons (one per class). The two fully connected
layers of the CNN have 1024 sigmoid neurons, and the layer
of the RNN has 1920 GRUs, which is the length of the identity
spoofing vector of the whole utterance. To prevent the problem of overfitting, the initial dropout probabilities are 50% and
40% from the first to the last fully connected layer, respectively.
Also, early stopping is applied in order to stop the training process when no improvement of the cross entropy is obtained after
15 iterations. All the specified parameters of the system have
been optimized using the validation set of the data corpus [14].

To evaluate the performance of several features and backends in an anti-spoofing system based on neural networks, the
ASVspoof 2015 dataset [14], a standard data corpus for research on spoofing detection, was employed. Details about the
methodology followed for training and testing are also given in
this section.
3.1. Speech corpus
The ASVspoof 2015 corpus [14] defines three datasets (training, development and evaluation), each one containing a mix
of genuine and spoofed speech. The structure of these three
datasets are shown in Table 1. Spoofing attacks were generated
either by TTS or VC. A total of 10 types of spoofing attacks (S1
to S10) are defined: three of them are implemented using TTS
(S3, S4 and S10), and the remaining seven ones (S1, S2, S5, S6,
S7, S8 and S9) using different VC systems. Attacks S1 to S5
are referred to as known attacks, since the training and development sets contain data for these types of attacks, while attacks
S6 to S10 are referred to as unknown attacks, because they only
appear in the evaluation set. More details about this corpus can
be found in [14].

3.4. Performance evaluation
The equal error rate (EER) is used to evaluate the system performance. As described in the ASVspoof 2015 challenge evaluation plan [14], the EER was computed independently for each
spoofing algorithm and then the average EER across all attacks
was used. To compute the average EER, we used the Bosaris
toolkit [15].

4. Experimental results
4.1. Comparison of features and back-ends

3.2. Spectral Analysis

Table 2 shows the detailed results of the different features
(FBANK, MFCC and CQCC) and classifiers (LDA, SVM and
SVM One-Class) in the described CNN + RNN anti-spoofing
system. Furthermore, a summary of these results is shown in
Fig. 2. The best performance is obtained with the combination of FBANK features and the LDA classifier. In average, the
FBANK features obtain the best performance independently of
the back-end, although MFCC features perform better on the
SVM One-Class considering all the attacks. The CQCC features achieve the best average performance in the known attacks
with LDA and SVM back-ends, but these two combinations perform very poorly in the S10 attack.
Regarding the back-ends, the LDA outperforms the other 2
classifiers in the known and unknown attacks. Moreover, the
binary SVM classifier performs much better than SVM OneClass using FBANK and CQCC features.

The frame window size is 25 ms with 10 ms of frame shift.
Moreover, the size of the context window is W = 31 frames,
and the number of filters used to get the spectral features is
M = 48 filters. In contrast to [7] and [11], we use a 48dim static spectral features without delta and acceleration coefficients, as we have realized that the context window of 31
frames is already exploiting the correlations between consecutive frames. Therefore, a higher spectral resolution is achieved
while the size of the spectral feature vector is smaller than in
[7].
3.3. Training
The CNN and RNN networks are trained using Adam optimizer [18]. As there are K = 5 known spoofing attacks in the
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Table 2: Comparison on evaluation dataset for each spoofing attack in terms of (%) EER
Features
FBANK
MFCC
CQCC

Back-end
LDA
SVM
SVMOne
LDA
SVM
SVMOne
LDA
SVM
SVMOne

S1
0.01
0.03
0.36
0.06
0.05
0.43
0.04
0.03
1.72

S2
0.09
0.13
2.07
0.08
0.19
1.97
0.04
0.01
6.14

Known Attacks
S3
S4
S5
0.00 0.00 0.11
0.00 0.01 0.22
0.17 0.12 4.37
0.00 0.00 0.06
0.01 0.01 0.23
0.12 0.12 2.11
0.00 0.00 0.04
0.01 0.01 0.02
0.49 0.47 7.34

Avg.
0.04
0.08
1.42
0.04
0.10
0.95
0.02
0.01
3.23

S6
0.66
0.77
5.44
0.11
0.22
3.38
0.13
0.06
10.13

Unknown Attacks
S7
S8
S9
S10
0.21 0.00 0.36 7.16
0.34 0.18 0.48 10.46
1.34 0.34 1.53 8.23
0.12 0.00 0.05 15.43
0.21 0.05 0.15 29.58
2.07 0.06 1.03 11.09
0.51 0.05 0.08 11.76
0.37 0.07 0.02 21.52
9.67 1.39 6.50 8.54

Avg.
1.68
2.44
3.38
3.14
6.04
3.53
2.51
4.41
7.25

Total
Avg.
0.86
1.26
2.40
1.59
3.07
2.24
1.27
2.21
5.24

Figure 3: Comparison on evaluation dataset for known and unknown spoofing attacks in terms of average (%) EER
According to these results, we propose an anti-spoofing system which employs FBANK features, a CNN + RNN architecture to get the spoofing identity vector of an utterance, and an
LDA classifier to make the final detection decision (spoof or
genuine).

attacks.
Despite that the CQCC + GMM system outperforms all
the systems in a clean condition training scenario, our previous
work [6] and reference [11] demonstrate that CQCC + GMM
performs worse than the systems based on deep features when
a noisy scenario is considered. Moreover, reference [6] shows
that, when a typical multicondition training for noise robustness
is applied, our system, based on deep identity vectors, clearly
outperforms CQCC + GMM even in clean conditions.

4.2. Comparative performance
A comparison of our proposal with other popular techniques
from the literature are presented in Fig. 3.
The first two systems CQCC + GMM [8] and CFCC-IF +
GMM [9] employ the features which perform best for spoofing
detection using a Gaussian Mixture Model (GMM) as back-end.
The other four systems are the most popular anti-spoofing systems based on deep learning frameworks. The FBANK + CNN
+ LDA system has been proposed in [11], but as its performance
is not provided in this reference for the clean scenario, we have
evaluated instead our proposed system removing the RNN and
averaging the deep features for getting the spoofing identity vector of the utterance as in [11].
The CQCC + GMM system achieves the best average performance, although our proposed system (FBANK + CNN +
RNN + LDA) achieves the best results for the known attacks.
Compared to the rest of deep learning systems (Spectro + CNN
+ RNN [19], FBANK + DNN + LDA [7], FBANK + RNN
+ SVM [7] and FBANK + CNN + LDA), our proposal outperforms all of them for the known and unknown attacks. In
particular, the result of our proposal for the S10 attack is quite
noteworthy. Furthermore, our proposed system also achieves a
lower EER in almost all attacks than the CFCC-IF system [9],
performing 0.45% better on average when considering all the

5. Conclusions
This paper has evaluated different features and classifiers in order to find the combination which offers the best performance
for an anti-spoofing system based on a deep learning framework. The experimental results have shown that FBANK features and an LDA obtain the best performance for systems
based on the extraction of deep features, rather than the popular CQCC features and other types of classifiers, such as binary
SVM and SVM One-Class. Furthermore, the proposed system
(FBANK + CNN + RNN + LDA) outperforms the rest of deep
learning systems of the literature.
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