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Abstract

ASVspoof 2015 challenge was designed to develop countermeasures against SS and VC attacks, whereas ASVspoof 2017
challenge assessed various countermeasures for the replay attack. The ASVspoof 2019 challenge considers SS, VC, and
replay attacks. Replay attack is easy to implement where the attacker imitates the genuine speaker by replaying the voice samples of target speaker. The replay speech recorded with a high
quality recording and playback device in a clean recording environment is very hard to detect as it is very similar to genuine
speech [13]. Hence, the present ASV systems are highly vulnerable to replay attacks. One of the way of the mathematical
modelling of replayed speech is convolution of genuine speech
signal with the impulse response of the recording environment
and recording device, impulse response of the playback device,
and playback environment [7, 14]. This modelling of replayed
speech is used to develop countermeasures against replay attacks [15].
In [16, 17], auditory transform-based Cochlear Filter Cepstral Coefficient (CFCC) features were proposed to capture perceptual information in speech processing applications, such as
classification of fricative sounds [18], and speaker identification
[17]. However, the study in [19] shows that both phase and envelope of the cochlear filter are important for speech perception.
Hence, in [19, 20], Cochlear Filter Cepstral Coefficient Instantaneous Frequency (CFCCIF) feature set was proposed, where
both envelope and phase information were used for Spoofed
Speech Detection (SSD) task. In [20], instantaneous frequency
(IF) is estimated using the well known Hilbert transform (HT)
method. However, HT is computationally expensive and has
poor time resolution [21, 22]. To address this issue, in this paper
we propose to use Teager Energy Operator (TEO) [23, 24] for IF
estimation to exploit high time resolution property [25]. Thus,
the resulting feature set, namely, Cochlear Filter Cepstral Coefficient Instantaneous Frequency Energy Separation Algorithm
(CFCCIF-ESA) encapsulates phase information (using ESA)
more effectively as compared to the original CFCCIF features.
Results also suggest that CFCCIF-ESA performs better than the
baseline Constant Q Cepstral Coefficient (CQCC) and CFCCIF
on evaluation set of ASVspoof 2017 version 2 dataset [26].

Replay attack poses significant threat to Automatic Speaker
Verification (ASV) system among various spoofing attacks, as
it is easily accessible by low cost and high quality recording and
playback devices. This paper presents a novel feature set, i.e.,
Cochlear Filter Cepstral Coefficient Instantaneous Frequency
using Energy Separation Algorithm (CFCCIF-ESA) to develop
countermeasure against replay spoofing attacks. Experimental
results on ASVspoof 2017 Version 2.0 database reveal that the
proposed CFCCIF-ESA performs better than the earlier proposed CFCCIF (using analytic signal generation via Hilbert
transform) feature set. This is because ESA uses extremely
short window to estimate instantaneous frequency being able
to adapt during speech transitions across phonemes. Experiments are performed using Gaussian Mixture Model (GMM) as
a classifier. Baseline Constant Q Cepstral Coefficient (CQCC)
performs slightly better than CFCCIF-ESA on development set
(i.e., 12.47 % and 12.98 % Equal Error Rate (EER) for CQCC
and CFCCIF-ESA, respectively). However, contrasting results
on evaluation set (i.e., 18.81 % and 14.77 % EER for CQCC
and CFCCIF-ESA, respectively) indicates that the proposed
CFCCIF-ESA gives relatively better performance for unseen attacks in evaluation data. Also, the proposed feature set gives an
EER of 11.56 % and 13.26 % on development and evaluation
dataset when fused with state-of-the-art Mel Frequency Cepstral Coefficient (MFCC).
Index Terms: Auditory transform, ESA algorithm, cochlear filter, instantaneous frequency.

1. Introduction
Automatic Speaker Verification (ASV) system is used to verify claimed speaker’s identity with the help of machines [1, 2].
Practically, an ASV system should be robust against variations,
like, microphone and transmission channel, speaker aging, intersession, acoustic noise, etc. This will make the replayed
speech more close to the natural speech as these variations are
nullified. Subsequently, we want the framework to be secure
against such spoofing attacks. Various kinds of spoofing attacks
in voice biometrics are: voice conversion (VC) [3, 4], speech
synthesis (SS) [5, 6], replay [7, 8], twins [9], and impersonation
[10].
The ASVspoof campaign was initiated in 2015 to develop
the countermeasures against spoofing attacks, which provides
standard corpora, metrics, and protocol to support common
evaluation. Three international challenges, namely, ASVspoof
2015, ASVspoof 2017, and ASVspoof 2019 have been organized so far to promote research in this direction [11, 12].
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2. Development of CFCCIF-ESA features
The CFCC feature extraction involves cochlear filter-based on
auditory transform (AT), hair cell function, non-linearity, and
discrete cosine transform (DCT) [17]. The CFCCIF features
have both envelope and phase information. This might be the
reason that CFCCIF performs better than the CFCC [20, 19].
The performance of the CFCCIF for replay SSD is further enhanced by estimating the instantaneous frequency (IF) by En-
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Figure 1: Block diagram of the proposed CFCCIF-ESA. After [16, 17].
ergy Separation Algorithm (ESA). The following sub-sections
presents the computational technique of CFCC and proposed
CFCCIF-ESA feature representation. An overview of the proposed CFCCIF-ESA feature extraction is depicted in Figure 1.

the signal, BM regions move up and down. It causes the displacement of the hair cells to initiate the neural activity. However, inner hair cells generate the neural activity in single direction. To model the movement of inner hair cells in single
direction, squared function can be used as:

2.1. Auditory Transform (AT)

H(u, v) = (X(u, v))2 ,

The AT models the frequency distribution of the cochlea in the
human ear. It consists of the set of subband filters whose impulse responses describe the travelling wave in the cochlea. The
AT (X(u, v)) of the signal x(t) can be given as [17]:
X(u, v) = x(t) ∗ ψu,v (t),

(1)

1 t − v
ψu,v (t) = √ ψ
.
u
u

(2)

(6)

where X(u, v) is the filterbank output, and H(u, v) is the hair
cell function.
2.3. Nerve Spike Density
The hair cell output is then transformed to electrical signal,
which is carried by auditory nerves to the brain [28]. The intensity of this electrical signal can be modeled by Nerve Spike
Density (NSD) which is computed as follows:

where ψ(t) is the BM impulse response in the cochlea (also
called as mother wavelet in signal processing literature.) [16,
17]. ∗ is convolution operation, u ∈ R+ , v ∈ R, x(t) and
ψ(t) ∈ L2 (R). The factor u is scaling parameter which allows
the modification in the central frequency, and v is called translation parameter. Here, X(u, v) represents the travelling wave
in the BM. The cochlear filter is defined as in [17]:
h
 t − v i
1  t − v α
ψu,v (t) = √
· exp − 2πfl β
u
u
u
h
t − v
i
× cos 2πfl
+ θ U (t − v),
u

∀X(u, v),

N SD(i, j) =

n+l−1
1 X
H(i, v),
l

n = 1, N, 2N, .....; ∀i, j,

b=n

(7)
where l is the window length, and N is the window shift
duration. This output is further applied to the scales of loudness functions [29], which is logarithmic non-linearity in this
case. After this, discrete cosine transform (DCT) is taken to get
CFCC feature set [17].

(3)

2.4. Average Instantaneous Frequency (AIF) Estimation
The study reported in [20] shows that incorporating IF information with CFCC features enhances the representation. In earlier proposed CFCCIF feature set, IF is estimated using analytic
signal generated via HT. The details of IF estimation and AIF
computation using HT, are given in [19, 20]. In this paper, we
are using ESA to estimate IF.
Teager’s work on non-linear modelling of the human speech
production in [23, 24, 30] was used to model, and detect the
modulations in speech resonances [21, 31]. The ESA is based
on a nonlinear differential operator, called as Teager Energy
Operator (TEO), Ψ, which for the discrete-time signal x(n) is
given by Ψd [25, 32], i.e.:

where U (·) is the unit step function. Parameters α and β
regulate the shape and width of the frequency response of the
cochlear filter, respectively. Parameter θ is selected such that
ψ(t) is function of zero average, i.e.:
Z ∞
ψ(t)dt = 0 ⇒ ψ(ω)|ω=0 = 0.
(4)
−∞

It suggest that the ψ(ω) is bandpass in nature. It also ensures
R∞
2
the existance of a number Cψ such that Cψ = 0 |ψ(ω)|
dω <
ω
∞, which satisfies the admissibility condition [27]. The value u
varies for each filter in the filterbank and is calculated for each
of the ith subband filter. It is derived from the lowest frequency,
fl , and central frequency, fc , of each filter of the cochlear filterbank [16]:
fl
u= .
(5)
fc

Ψd {x(n)} = x2 (n) − x(n − 1)x(n + 1).

(8)

2.2. Hair Cell Function

In [21], various discrete energy separation algorithm (DESA)
are used for estimating the IFi of ith subband signal, which is
given as:


Ψ{xi (n) − xi (n − 1)}
IFi = cos−1 1 −
,
(9)
2Ψ{xi (n)}

Subband filtering as explained above, emulates the impulse response in the cochlea. According to the frequency contents in

where xi (n) is the ith subband signal. The above expression
is a result of DESA-1. Next, framewise AIF for each of ith
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subband is obtained as:
AIF (i, j) =

1
l

n+l−1
X

IFi (b),

using Equal Error Rate (EER) which can be obtained using Detection Error Trade-off (DET) plot [35]. Score-level fusion of
the two feature sets is performed as follows:

n = 1, N, 2N, .....; ∀i, j,

b=n

LLkf used = α · LLkf eature1 + (1 − α) · LLkf eature2 , (13)

(10)
where l is the window length, and N is the window shift duration. In CFCCIF-ESA computation, ESA is used for IF estimation.

where α ∈ [0, 1]. LLkf eature1 and LLkf eature2 are loglikelihood (LLk) scores of feature set-1 and feature set-2, respectively.

4. Experimental Results

2.5. Estimation of CFCCIF-ESA Features

4.1. Spectrographic Analysis
Figure 2 shows the spectrographic analysis of natural (in Panel
I) vs. spoofed (in Panel II) speech signal for the same uttarance
and speaker. Figure 2(b) and figure 2(c) display the spectral
energy densities obtained from CFCCIF and CFCCIF-ESA feature sets, respectively. It can be clearly observed from the spectrograms of Panel I and Panel II that spoofed speech has relatively poor spectral energy density in the high frequency region
(as seen by the dotted region in figure 2(b) and figure 2(c)).
This is mainly due to the bandpass nature of frequency response
of recording and playback devices and, frequency response of
other environmental disturbances. It is also observed that enhanced spectral representation is obtained using CFCCIF-ESA
as compared to that of CFCCIF feature set. This can be explained on the basis that DESA uses an extremely short window which allows it to make fast transitions across speech
phonemes. HT on the other hand, needs a window whose length
is of the same order as the length of the speech analysis frame
[21]. Short window used in ESA algorithm to extract the IF,
achieves better time resolution over HT-based approach. Hence,
SSD system developed using CFCCIF-ESA shows percentage
reduction in EER by 15.01% as that of CFCCIF counterpart.

The nerve spike density gives the envelope structure while AIF
gives the IF information of the windowed speech signal. Thus,
product of the two encapsulates jointly both envelope and frequency information at each instant. Also, IF obtained in the
silence regions is also suppressed. In particular, for each of the
ith subband using eq. (7) and eq. (10) , we obtain Z(i, t) which
is given by:
Z(i, t) = N SD(i, t) × AIF (i, t).

(11)

To capture the transient information, change in resulting signal
Z(i, t) is captured using the derivative operation followed by
logarithm. This operation is repeated for each of the ith subband filter, i ∈ [1, 40]. Finally, DCT is applied framewise to
get CFCCIF-ESA feature set.

3. Experimental Setup
3.1. Dataset
In this paper, ASVspoof 2017 Challenge Version 2.0 database
is used which is a collection of natural (bonafide) and spoofed
utterances. Bonafide utterances are a subset of the RedDots
corpus [33]. These bonafide utterances are replayed and rerecorded to generate spoofed utterances. Recording of spoofed
utterances was done using variety of heterogeneous devices,
and acoustic environments. This corpus is divided into disjoint
training, development, and evaluation sets. The details of the
dataset is reported in [26].

4.2. Results on Individual Systems
In total 5 individual SSD systems were built using single feature set per classifier. The CMVN is applied on features in
each SSD system to improve the performance by removing the
channel distortion [36, 37, 38]. It seems unreasonable to eliminate the channel effect as channel information consists of the
discriminative cues for the SSD task. However, given dataset
consists of several configurations of the acoustic environment,
recording and playback devices. Because of this wide range of

3.2. Feature Set
In this paper, AT-based features, namely, CFCC, CFCCIF, and
proposed CFCCIF-ESA are used along with baseline CQCC,
and MFCC feature sets. We empirically found that, AT-based
features (CFCC, CFCCIF, and proposed CFCCIF-ESA) are performing better for α = 3, and β = 0.019 (eq. 3). These feature sets extracted using 40 linearly-spaced cochlear filterbanks.
12-dimensional (D) static coefficients are extracted per utterance per filter excluding 0th coefficient. These static features
are appended with velocity (∆) and acceleration (∆∆) coefficients to form 36-D feature set. Baseline is implemented with
90-D (static+∆+∆∆) CQCC feature set. The state-of-the-art
Mel Frequency Cepstral Coefficient (MFCC) feature set (39-D)
is used for the comparison. Cepstral Mean and Variance Normalization (CMVN) is applied on the feature sets to enhance
the performance of SSD system by eliminating the channel distortion [34]. A Gaussian Mixture Model (GMM) is used as a
back-end classifier to distinguish speech utterances as natural
or replayed. The decision of the final scores of speech signal
being natural or replayed is decided by the Log-Likelihood Ratio (LLR), and is given by:
LLR = log

P (X|N )
,
P (X|R)

Figure 2: Spectrographic analysis of genuine (Panel I) vs.
spoofed (Panel II) speech signal : (a) time domain waveform
and the corresponding spectral energy density (for 40 cochlear
subband filters) of, (b) CFCCIF, and (c) CFCCIF-ESA.

(12)

where P (X|N ), and P (X|R) are the likelihood scores of natural and replay trials. The performance of the system is evaluated

2900

crease in miss probability is observed for CFCCIF-ESA on evaluation set, which is desirable property for the ASV system. The
quantity is further reduced when score-level fusion of proposed
system CFCCIF-ESA is performed with the baseline CQCC and
MFCC systems. Figure 4 shows log-likelihood score distribution on evaluation set for genuine (solid red line), and spoof
(dashed black line) samples for SSD systems using the feature
sets. Figure 4(a) shows the score distribution of baseline CQCC
system, whereas Figure 4(b), (c) and (d) shows the score distribution of CFCC, CFCCIF, and CFCCIF-ESA systems, respectively. It is clearly observed that the area of overlapping region
of score distribution of genuine and spoof samples is relatively
lesser for CFCCIF-ESA system than that of other SSD systems.

Figure 3: DET curves for replay SSD systems. The individual DET curves for CFCCIF-ESA (proposed), CFCCIF, CFCC,
CQCC, MFCC, and their score-level fusion on (a) development
set, and (b) evaluation set. Legend shown in Fig. 3(a) is same
for Fig. 3(b).

Table 1: Results on development (Dev) and evaluation (Eval)
dataset for individual systems trained on GMM
Feature Sets

# Gaussian
% EER
Mixtures
Dev
Eval
CQCC (baseline)
512
12.27 18.81
MFCC
512
28.52 26.45
CFCC
512
17.60 18.97
CFCCIF
512
16.61 17.38
CFCCIF-ESA ∗
256
12.98 14.77
CFCCIF-ESA
512
12.92 14.87
CFCCIF-ESA∗ ⊕ CQCC
10.91 13.64
CFCCIF-ESA∗ ⊕ MFCC
11.56 13.26
CFCCIF-ESA∗ ⊕ CFCC
12.92 14.45
CFCCIF-ESA∗ ⊕ CFCCIF
12.67 14.24
where ⊕ denotes the score level fusion and ∗ denotes the
CFCCIF-ESA system trained using 256 Gaussian mixtures

channel variability, replayed speech signal might be difficult to
classify. The CMVN normalizes this channel variability to get
improved performance of the SSD system. The performance
results of feature sets with GMM as a classifier is shown in Table 1. The baseline system is built using the 90-D CQCC feature set. It shows 12.27 % and 18.81 % EER on development
(Dev) and evaluation (Eval) set, respectively. The SSD system is also built up using the state-of-the-art MFCC feature set
(39-D) which shows poor performance. The proposed CFCCIFESA feature set, shows comparable results on development set,
whereas EER is reduced by 4.04 % (percentage reduction of
21.47 %) on evaluation set as compared to the baseline system.
It shows the generalization capability of proposed feature set on
unseen attacks. In addition, 2.61 % of absolute reduction (15.01
% of percentage reduction) is obtained relative to the CFCCIF
feature set. This is because of the more accurate estimation of
IFs using ESA.

4.4. Results on Score-Level Fusion of Feature Sets
To explore the possible complementary information in feature
sets against proposed feature set CFCCIF-ESA, we have performed score-level fusion of CFCCIF-ESA system with the systems using other feature sets. The results reported in Table
1 shows that least EER of 13.26 % is obtained when scorelevel fusion of proposed feature set is performed with MFCC.
MFCC captures the psychological aspects of speech perception,
whereas CFCCIF-ESA captures the physiological aspects. This
might be the reason that, their score-level fusion is showing reduced EER by capturing possible complementary information.
It can be observed that the DET curves are more inclined downward for this fusion. This is desirable property for ASV system
as the risk of spoofed sample recognized as genuine sample is
reduced.

Figure 4: The distribution of log-likelihood (LLk) scores on
evaluation dataset for genuine samples (solid line) and spoof
samples (dashed line) obtained from the SSD systems built using (a) CQCC, (b) CFCC, (c) CFCCIF, and (d) CFCCIF-ESA.
Legend shown in Fig. 4(a) is same for Fig. 4(b),(c) and (d).

5. Summary and Conclusions
This paper presented the usefulness of the auditory transformbased features (CFCC) in conjunction with instantaneous frequency (IF) estimated using ESA algorithm (CFCCIF-ESA) for
replay SSD system development. The performance of the proposed CFCCIF-ESA feature set is compared with the CQCC
(baseline), MFCC, CFCC, and CFCCIF. The performance of the
proposed feature set is eloquent over other feature sets. The earlier proposed CFCCIF feature set has used Hilbert transformbased approach to estimate the IF. Whereas, proposed feature
set uses TEO-based ESA algorithm to estimate IF which significantly improves the spectrographic representation of the speech
signal and hence, the proposed feature set perfoms better than
the CFCCIF feature set for replay SSD task.

4.3. Observation from DET Plots and Score Distributions
The DET curves of CFCCIF-ESA, CFCCIF, CFCC, CQCC,
MFCC, and their possible fusion are shown in figure 3. It can be
observed from figure 3(a) that SSD system implemented using
CQCC is performing slightly better than proposed feature set
on development data. Whereas, the DET curve in figure 3(b)
shows that the performance of the SSD system developed using CFCCIF-ESA feature set is much better than its baseline
CQCC and CFCCIF counterparts. In addition, significant de-
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