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Abstract

“Everyone has the right to respect for his private and family
life, his home and his correspondence”, states Article 8 of the
European Convention on Human Rights. With every new abuse
case of personal data in language resources, the debate about
the security and privacy of the data quickly runs high to go
down again soon. These debates often ask for strict regulation:
that any data collection should be forbidden or at least strongly
regulated. However, the recent improvements for speech-based
technologies, i.e. speech recognition, speech understanding and
speech interaction, would not be possible without the exhaustive
collection of heterogeneous speech data. This workshop aims
to bring together researchers from various scientific fields to
establish a discussion on the technology-driven and legal-driven
perspective on speech data collections. To account for the limited
body of literature in that emerging field, the workshop aims to a
prepare a written synopsis of the different scientific perspectives
on speech data collection with human rights in mind.

1. Motivation and Goals of the Workshop
Speech-based technology has evolved significantly over the past
few years [1]. A vast performance increase in automatic speech
recognition and speech understanding laid the foundation for the
actual usability of speech-based technology [2]. This was further
supported by technical improvements from data and engineering
science, especially in far-field acoustic speech-enhancement, as
well as the recent improvements in artificial intelligence (i.e.
deep, ensemble, and active learning or data fusion) and ubiq-
uitous technologies: allowing to improve and adapt the system
constantly and directly to a user, providing the service at the
user’s location. All these techniques enable the transition from
pure speech-based command receivers to some kind of compan-
ion system that can incorporate the human needs, desires, and
abilities [3].

All of these improvements rely on various data collection
mechanisms. Human-like speech data usually cannot be gener-
ated artificially, as the nature of the human voice and the individ-
ual interaction patterns are still too hard to captured by computer-
based generation. Thus, most research builds on recordings of
the human voice.

However, vast data collecting also raises the question of data
privacy: voice can be used as a biometric identifier [4], speech
may reveal private content and background noise can contain
information on the surrounding [5, 6], and a person’s voice
features can be used for medical or emotional assessment [7, 8,

9]. Thus, data collectors as well as data set users need to make
sure that data privacy is respected at all time.

In this workshop, we would like to initiate the discussion
on how to generate and use speech corpora responsibly while
addressing possible privacy issues from the very beginning.

We start with four initial pitches from different perspectives:
a legal, a medical, and an ethical perspective, along with a user’s
perspective on this issue. In the first talk, given by Catherine
Jasserand-Breeman from Centre for IT & IP Law, KU Leuven
(Belgium), she presents privacy issues in the two face data sets
MegaFace and MS Celeb-1M. Both data sets build on images
published online, raising the question to which extend publicly
available data can be used for research purposes1. In a second
talk, given by Ayana Martins from VoiceMed, she discusses the
possibilities of speech analysis for medical diagnosis, along with
the private data that might be hidden in voice recordings. The
third talk, given by Khalid Choukri from the European Language
Resources Association, sheds light on ethical issues in the gener-
ation of language resources. We conclude with a fourth talk by
Julia Krüger from the Department of Psychosomatic Medicine
and Psychotherapy, Otto-von-Guericke-University Magdeburg
(Germany) about users’ perspectives on data privacy experiences
made during the collection of data for multi-modal affective
computing.

These introductory talks aim to sensitize researchers for
potential privacy issues and to provide researchers with some
stronger background on the General Data Protection Regula-
tion (GDPR) and the California Consumer Privacy Act (CCPA)
requirements and pitfalls.

In a next step, the workshop is opened for the participants to
discuss the raised issues together with the presenters in smaller
subgroups, to exchange knowledge and own experiences. These
are then brought together in a joint closing discussion.

The aim of the workshop is to widen the perspective on
security and privacy in speech communication by bringing to-
gether researchers from different scientific areas. The workshop
focuses on three main goals:

1. connecting researchers from different backgrounds,
2. collecting theoretical and methodological challenges and

approaches from the range of scientific disciplines,
3. discussing the different views and needs of security and

privacy in speech communication from different perspec-

1For more information on the two cases, see https://www.law.
kuleuven.be/citip/blog/free-to-re-use-the-case-
of-facial-images-scrapped-from-the-internet-
and-compiled-in-mega-research-datasets/.
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tives.

2. Used Understanding of Human Rights
In the process of data collection, the human being is involved in
many aspects [10, 11]. According to the GDPR and similar reg-
ulations, speech is seen as “information relating to an identified
or identifiable natural person”. This definition, Article 4 of the
GDPR, is a very general and broad approach to classify data as
personal. It is the cornerstone of European privacy law. When
analysing the speech privacy, we have to be aware that not only
is speech one of the most conspicuous biometric characteristic of
humans, but also additional information of the speech signal can
be used to identify a person. In particular, this includes acoustic
characteristics revealing a person’s gender, age, affect but also
environmental information. Furthermore, the speech content
may contain private or identifiable information itself.

Another consideration lies in the data recording itself: are
the data collectors allowed to fake a system’s response or provoke
specific reactions? When do they have to reveal the nature of
the study? For this reason, besides the data protection officer’s
statement, also an ethics approval is often needed to conduct
research.

Finally, also the use and distribution of the data itself has
to take the human perspective into account. What about if the
consent to share the date is withdrawn years after the collection?
What if the data is used for analyses the original data was not
intended to be used for?

These initial considerations show what it means to collect
speech data keeping “human rights” in mind. It should be seen
as an initial, yet not complete list of perspectives to bring into
the discussion.

3. Time Schedule and Anticipated Program
The workshop is part of the First Symposium on Security and
Privacy in Speech Communications 2021 and will involve three
working modes: (1) presentations given by invited speakers from
several disciplines; (2) small group working sessions involving
all participants; and (3) a plenary discussion on the outcome of
the group discussions.

In preparation for the workshop, the organizers invited four
speakers from different disciplines to talk about crucial points
regarding (speech) data collections in their individual scientific
perspective. They contributed an abstract to this workshop on
their topic and will give a short presentation at the beginning of
the workshop.The working sessions afterwards will take place
in small working groups. To ease the discussion, the following
guiding questions can be used:

1. From a technical perspective, what do you think how is
speech data collection conducted? Which mechanisms
are used to secure the data privacy technically?

2. From a legal perspective, what do you think is necessary
to do in speech data collections? Which definitions and
regulations are important to be aware of?

3. From a social perspective, which data do you think is nec-
essary to protect? What is necessary to maintain “fairness”
in speech data collections?

4. If you have collected speech data beforehand, what is
your experience?

The outcome from the working sessions will then afterwards
be presented and discussed with all participants in a plenary
discussion, see Table 1.

Table 1: Time Schedule (CET) and Overview of the Workshop

Time Topic

20:00 – 20:10 Opening & Introduction of participants
20:10 – 20:30 Introduction Talks – Widening the

Perspective
20:30 – 20:40 Collecting Questions for Subgroup Talks
20:40 – 20:50 Coffee/Late Snack Break
20:50 – 21:30 Discussions in Subgroups
21:30 – 21:50 Joint Discussion of Subgroup’s

outcomes
21:50 – 22:00 Closing of the Workshop

4. Expected outcomes
The workshop “How to collect speech data with human rights
in mind” aims for a broader understanding of the challenges in
legally collecting and using speech data. More specifically, it
aims to understand the most prominent challenges and to start a
continued discussion on these issues by:

1. connecting with researchers from different scientific back-
grounds,

2. learning about theories and methods from other disci-
plines,

3. exchanging conceptual and methodological overlaps and
detecting complements, and

4. possibly: publishing the results of the workshops, based
on the presentations and discussions, afterwards.

The workshop aims to exchange concepts and methods to
detect interdisciplinary overlaps and research desiderata to con-
stitute a basis for joint future research activities.

5. References
[1] J. Osborne, “Why 100 million monthly cortana users on windows

10 is a big deal.” TechRadar, July 2016, [Online; posted
20-July-2016]. [Online]. Available: https://perma.cc/JB6T-ZLE3

[2] A. Kaplan and M. Haenlein, “Siri, siri, in my hand: Who’s the
fairest in the land? on the interpretations, illustrations, and impli-
cations of artificial intelligence,” Business Horizons, vol. 62, pp.
15–25, 2019.

[3] T. Gossen, I. Siegert, A. Nürnberger, K. Hartmann, M. Kotzyba,
and A. Wendemuth, Modeling aspects in human-computer
interaction - adaptivity, user characteristics and evaluation.
Cham: Springer International Publishing, 2017, pp. 57–78.
[Online]. Available: https://doi.org/10.1007/978-3-319-43665-4 4
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