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Abstract

In this paper we look at some of the recent advances in
the general theory, characterization and testing of
“biometric identification” systems, acknowledging the
debt to the speaker verification community and raising
some new concepts and definitions for discussion.

1. Introduction

The science of “biometric identification” is a new one,
but only to the extent it unites many older, well-
established disciplines, such as speaker verification
(SV), fingerprinting and computer image
understanding, around the common theme of
recognizing humans.  Under the early, pro-active
international leadership of the U.S. Department of
Defense [1] (and very specifically, Dr. Joseph P.
Campbell, Jr.), the emerging biometrics community was
encouraged to build upon the established work in SV,
particularly in the area of test and evaluation. We stole
shamelessly.

But the differences in signal types and
applications between SV and general biometric
identification meant that additional original work would
also be needed to adequately communicate in the field.
These we have created with full respect for past
traditions in related fields. The science of general
biometric identification has come far enough in the last
decade that we actually have a few new and interesting
ideas to present back to the SV community for
discussion.  This paper will review some of the more
interesting findings of the last few years, with particular
emphasis on test and evaluation methodologies and
results.

2.  Some New and Controversial Definitions

Historically, the perceived primary application of
biometric identification has been access control.   This
has burdened the field with concepts and definitions of
limited applicability to wider applications, such as
surveillance and document issuance (driver’s licenses,
for instance).  Expanding our ability to analyze and
discuss these additional applications requires new and
more generalized approaches.  Further, the large
collection of technologies used (such as, face, iris, hand,

vein, fingerprint, palmprint, handwriting, keystroke, and
voice), based on one-, two-, three- and even four-
dimensional input signals, requires us to think more
broadly about fundamental concepts.  Figure 1 shows
examples of some of the sensor signals.

Figure 1: Fingerprint, face, hand and iris system sensor
images

Despite the need for new definitions and concepts,
we have no  license to “just make things up”, but rather
must be respectful of existing terminology, protocols
and practices of the older fields, allowing our
innovations to co-exist peacefully with existing
traditions. I define “biometric identification” as “the
identification or identity verification of living, human
individuals based on behavioral and physiological
characteristics” [2].  The more commonly used
definition (owing originally to [3]), uses the phrase
“behavioral or physiological”.  SV is generally
classified by the biometrics community as a
“behavioral” biometric measure, even though the
relationship between acoustic speech output and the
underlying physiology is well established [4]. My
anecdotal experimentation with SV systems indicates
that the physiological component is as strong, if not
stronger, than the behavioral component. (I lack
sufficient familiarity with the formal SV literature to
supply supporting references). Further, other biometric
devices, such as fingerprint [5] and facial recognition
[6] have shown a strong behavioral effect on system
performance in documented tests.  Consequently, it
seems that all biometric systems are based on
measurements influenced by both human physiology
and behavior.  “Biometric identification” is considered
as the non-forensic sub-set of the broader area of
“human identification science”.

Figure 2 shows a generic biometric authentication
system, divided into five sub-systems: data collection,
transmission, signal processing, decision and data
storage [7,8].  This system model has proven quite
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useful because it allows both enrollment and operation
to be explained in a single diagram and shows potential
error sources in the decision stream.  Further, for
security applications, the model indicates the points of
potential vulnerability of the system.
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Figure 2: Generic biometric system

. Separation of the decision sub-system from the
pattern matching module is a key feature of this model.
The pattern matching module generally sends some sort
of a metric to the decision sub-system based on the
similarity or difference between an input pattern and a
single stored “template” or model.  Except in the
simplest of applications, the decision sub-system may
require many values from the pattern matching module
before making a decision that instigates an action
outside the biometric system.

The scores created by the pattern matching module
are from either of two distributions: one called
“genuine” if compared sample-template pair are from
the same biometric measure of the same individual and
the other called “impostor” if the sample-template pair
are from different individuals.  We have noted
experimentally that genuine distributions are always bi-
modal.  We have no theoretical explanation for this
phenomenon. A third “inter-template” distribution also
can be created from template-template comparisons of
different individuals. In some situations, we are tempted
to use the inter-template as a proxy for the impostor
distribution.  This has shown to be dangerous ground
and is discussed in [7,9,10].

 Methods for determining system error rates of the
decision sub-system statistically from the outputs of the
pattern matching module are given in [11].

Historically, a distinction has been made between
systems that verify a claimed identity and those that
identify users without a claim of identity, perhaps
returning a result that no identity was found.  Older
systems would compare a single input sample to a
single stored template to produce a “verification”, or
compare a single input sample to many stored templates
to produce an “identification”.  In the mid-1990s,
several companies began to promote “PIN-less
verification” systems, in which verification was

accomplished without a claim to identity.  The
“verification/identification” dichotomy has been further
clouded by the development of  surveillance and
modern “few-to-many” access control systems, which
cannot be consistently classified as either “verification”
or “identification”.  The uses and search strategies of
biometric systems have expanded to the point where
these distinctions of “verification/identification” and
“one-to-one/one-to-many” are no longer informative.

A biometric system can be designed to test one of
only two possible hypotheses: 1) that the submitted
samples are from an individual known to the system; 2)
that the submitted samples are from an individual not
known to the system.  Applications to test the first
hypothesis are called “positive identification” systems,
while applications testing the latter are “negative
identification” systems.  All biometric systems are of
one type or the other.  This is the most important
distinction between systems and controls potential
architectures, vulnerabilities, and system error rates.

“Positive” and “negative” identification are
“duals” of each other. Positive identification systems,
for access control, generally serve to prevent multiple
users of a single identity, while negative identification
systems, as for social service benefit enrollment, serve
to prevent multiple identities of a single user.  In
positive identification systems, enrolled “templates”
storage can be centralized or de-centralized manner,
including placement on optically-read, mag-stripe or
smart cards  Negative identification systems demand
centralized storage.  Positive identification systems
reject a user’s claim to identity if no match between
submitted samples and enrolled templates are found.
Negative identification systems reject a user’s claim to
no identity if a match is found.  Regardless of type of
system, false rejections are a nuisance to users and false
acceptances allow fraud.

Use of biometrics in positive identification
systems can be voluntary because alternative methods
for verifying a claimed identity exist..  Those electing
not to use biometrics can have their identity verified in
other ways, such as by presentation of a passport or
driver’s license.  Use of biometrics in negative
identification systems must be mandatory for all users
because no alternative methods exist for verifying a
claim of no known identity.

Those wishing to circumvent positive
identification system need to create a false match by
impersonating an enrolled user.  Those wishing to
circumvent a negative identification system need to
submit altered samples not matching a previous
enrollment.  Table 1 summarize these differences.



Table 1: Identification: “Positive” and “Negative”
POSITIVE NEGATIVE

To prove I am someone
known to the system

To prove I am not
someone known to the
system

To prevent multiple users
of a single identity.

To prevent multiple
identities of a single user.

Comparison of submitted
sample to single claimed
template

Comparison of submitted
sample to all enrolled
templates

A “false match:” leads to
“false acceptance”

A “false match” or a
“failure to acquire” leads
to a “false rejection”.

A “false non-match” or a
“failure to acquire” leads
to a “false rejection”.

A “false non-match”
leads to a “false
acceptance”.

Alternative identification
methods exist

No alternative methods
exist

Can be voluntary Must be mandatory for
all

Spoofed by submitting
someone else’s biometric
measures.

Spoofed by submitting no
or altered measures.

3. Evaluation Protocols

Given so many technologies and applications, the
challenge of developing generalized testing methods,
fair to all technologies and implementations, is a
difficult one. Because testing is so technology specific,
we gave up on the idea of developing a single,
standardized test protocol.  Instead, the United
Kingdom (U.K.) Biometric Working Group has
proposed “Best Practice in Testing and Reporting
Performance of Biometric Devices” [12].  This
document is under review by the NIST Working Group
on Interoperability, Testing and Assurance.  The U.K.
document used the annual NIST SV test protocol
directly as a model[13]. A second recent NIST paper
[14] on biometric testing was also used extensively.

Among the recommendations:
1) There are three types of tests: technical, scenario

and operational.
2) We differentiate between a “corpus” and a

“database”.
3) Basic test measures are “false match”, “false non-

match”, “failure-to-enroll/acquire”, and throughput
rates.

4) Enrollment and testing of volunteers should be
conducted at time-separated sessions.

5) Penetration and bin error rates are appropriate test
measures for systems using “binning” strategies for
limiting the search space.

6) “Genuine” transactions must be in “good faith” and
“impostor” transactions must be “zero-effort” from
impostors “unknown” (not modeled) in the system.

7) Presentation and channel effects must be uniform,
or randomized both within and between users.

8) “Off line” exhaustive computation of impostor
cross-comparisons (N sampled users to [N-1]
enrolled users) is encouraged, but “live” impostor
testing is recognized if targets are chosen
randomly.

9) Our understanding is insufficient to specify
required test size or confidence limits.

4.0 Test Results

The U.K. Communications Electronic Security Group
(CESG) sought to implement the “Best Practices” in a
test of 7 different biometric technologies: face, iris,
voice, hand, hand vein, and both optical and solid-state
fingerprinting. The chief scientist on the project was Dr.
Tony Mansfield of the U.K. National Physical
Laboratory. A full report has not yet been published,
but the ROC curves developed by Dr. Mansfield are
shown as Figure 3. Data collected with the solid-state
fingerprint sensor was processed twice with different
algorithms, which accounts for the eighth curve shown
in Figure 3.
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Figure 3: CESG comparative test of biometric devices

5.0  Statistical Analysis

The ROC curves for the CESG test were reported
without confidence intervals. The last point made in
Section 3.0 above indicates our uncertainty regarding
test uncertainty. Traditionally, confidence intervals are
calculated after error rates are measured from a test of
known size by using the cumulative binomial
distribution (CBD) in one of its mathematical
representations [15].  Required test size for a given
degree of certainty in the estimation (width of the
confidence interval) can be determined only after the
measured error rates are known.  So we cannot
determine the required size of the test until after the test
is completed. To resolve this dilemma, the SV
community has proposed using “Doddington’s Rule of
30” [16].  But this approach of testing until 30 errors are
found also relies on the cumulative binomial
distribution, which assumes independent tests from a
population with uniform error rates (Bernoulli trials).
Independence is violated when cross-comparisons are



used for impostor testing or multiple samples from a
single individual are used for genuine testing.  Further,
recent work within the SV community on
“Doddington’s Zoo” [17] indicates error rates may not
be uniform across the population.  Consequently, the
basic assumptions underlying the application of the
CBD, in any representation, are violated.

Bickel [7] has supplied equations for confidence
interval calculation when impostor cross-comparisons
are used.  Figure 4 shows results of a study [18] in
which confidence rates were empirically derived by
randomly sampling from an extremely large database of
biometric measures and templates.  Figure 4a shows
good correspondence between the measured uncertainty
and that predicted from the CBD for false non-match
rate calculated from the genuine distribution when each
volunteer contributes a single test sample and
enrollment template.  Figure 4b shows good
correspondence between measured uncertainty and the
CBD model for false match rate when the impostor
distribution is calculated by randomly comparing one
sample from each user to a single non-self template.
Figure 4c shows failure of the CBD model when cross-
comparisons are used for estimation of the impostor
distribution.  Note, however, that the resulting empirical
error bounds in Figure 4c are much narrower than those
of Figure 4b.  This indicates that cross-comparison is a
more efficient estimation technique than random
impostor assignment.  Figure 4d shows good
correspondence between the empirical cross-
comparison error bounds and Bickel’s equations

None of the curves shown in Figures 4 tackle the
remaining problem of uncertainty estimation when
using multiple samples from each volunteer.

(a)

(b)

(c)

(d)
Figures 4a-d: Experimental uncertainty bounds

5.0 The Road Ahead

There are a host of questions remaining unanswered and
at least a couple more decades of fascinating work to be
done on the evaluation and characterization of general
biometric systems. Besides the statistical problems of
test size, confidence interval, and across-population
error variability (“Zoo”) estimation, we need to develop
better quantitative approaches to security analysis and
cost/benefit estimation of operational systems.  Security
analysis will require systematic methods for assessing
system vulnerabilities.
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